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Abstract—The Company’s performance appraisal is
conducted to measure the manager level in managing existing
business processes using BSC and combined with COBIT 4.1
which is the benchmark for IT/IS performance. Domain
measurements are performed using the PO1, DS7, DS11, DS13,
and ME1 domains. For the use of BSC the author uses internal
perspective of the company. In the POl domain get the
maturity level of 1.83, the DS gets the value 1.5, while ME get
the value 1.5. The level to be implemented is Level 3 for the
organization. It can be summarized that 1T/IS management in
this organization had effectiveness but not yet fully maximized
in the process of achieving its process of business, this paper
was conducted to be material for consideration & evaluation of
companies to improve their IT governance.

Keywords—Effectiveness; COBIT; Balance Score Card; IT
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I. INTRODUCTION

Information System (IS) can present accurate information
and may be recognized by the organization as a tool for the
development of a competitive company and is regarded as
one of the most valuable strategic resources [1]. The
effectiveness of an Information Communication Technology
(ICT), nowadays it is a very urgent role for ICT/IS managers
to get excellent results, amount, and period, every day is
getting bigger and more presentations obtained from
increasing effectiveness in the company is very good and IT
to support the organizational processes of a company, it is
very important for development and renewal and for
strengthening the foundation or framework of the
organization and elaborating the scope of an organization
[2]. Effectiveness in the maintenance of information
technology can only be known if one can identify a strategy
in particular 1T governance [3]. Because the maintenance of
IT governance can be a reference to be able to achieve the
business process IT strategy that is expected of a company.
From strategy design to governance is an information-based
identification process that supports the organization to
achieve the results obtained from the business processes of
the company, organizational strategy in improving managers
must analyze the results of performance in the organization,
because IT performance can affect the company's strategic
objectives [4]. The company now understands the
importance of IT as the foundation of the company and as a
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treasure in improving their function and can value-added
services to their organization; the technology will capture all
business processes that provide an effective and efficient
business strategy [5]. Companies in the implementation of
measurement of business performance, specifically, the
balance of the monitor and the initial performance achieved,
both are involved in introducing and implementing strategic
business process management in a company with an
evaluation of the alignment of the existing business
processes, and thirdly to facilitate communication within the
firm and also with parties outside the company both
internally and external communication, and mutual
cooperation with different criteria [6].

Pharmaceutical ~ companies in  Indonesia  have
implemented information technology in the overall
processes that occur in their business, their business process
movement is very dependent on technology, without
technology, the company can’t do anything. In the
discussion of this paper we will know the business
processes, structures and relational mechanisms in the
company which supports a performance of IT performance
in the company. An organization is a pharmaceutical
company to produce pharmaceuticals and distribute it to
large Pharmaceutical, medicine reseller and drug store; the
company was founded in early of 1970.

Control Objectives for Information and Related
Technologies (COBIT) is critical because it is a common
basic of framework which allows companies to achieve the
governance and organization that they have done
performance management objectives [7]. COBIT is a set of
guidelines that apply to IT standard and synergy in harmony
with their goal of business, IT and business to gain a
stability of advantage to each other, IT resources are used
responsibly, IT risks are managed appropriately [8]. The use
of BSC revolutionized the concept of open thinking about
performance metrics and corporate strategy [9]. Given the
measurement of IT governance with COBIT, the BSC
provides a benchmark to the process of business process
strategy at the company, the organization has a better view
of what needs to be achieved and how the company's
performance optimizes the supporting aspects of BSC [10].
BSC has 4 perspectives in its use; in the present BSC
assessment will use one perspective that is the perspective of
internal business processes. What business processes we
should do, in the long-range and short-range to achieve
financial objective and customer satisfaction. The success of
an efficient and complex measurement of the company can
provide innovation and achievement of indicators from
several areas of information [11].

It is not enough just to select multiple areas, using
random indicators and look forward to getting the
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information needed to manage innovation. Problems that
occur in the company appear on the monitoring system.
Where the system does not record data traffic so that data
sent uncontrolled and unconfirmed in the system. In this
case the company has known the problem but there is no
further action and the company wants to audit the
information system to ensure the problem. So if seen from
the above problems then the effectiveness in the company is
not yet expected, then it is necessary to do an audit using
COBIT and BSC to measure and obtain useful
documentation for the development of the enterprise. This
BSC has benchmarks to assess the overall process on the
company while COBIT as a benchmark on the IT
governance of the company, the BSC and COBIT must
work together to achieve a perfect strategy [12]; [13]. From
four Balanced Scorecard perspectives, this study takes two
perspectives only in terms of learn and develop, and from or
located within the business process on enterprise IT systems,
while the domain COBIT used is PO1, DS7, DS11, DS13,
and ME1. The purpose of this study is to determine the
Performance of IT Governance System in this
pharmaceutical company, whether the company is already
applying well or not in the governance of the system. The
security, data integrity, effectiveness and efficiency, IT tools
and IT business processes in the company.

Il. RELATED LITERATURE AND STUDIES

A. COBIT

COBIT is a means of measuring the standard of control
Information technology is generally useful to balance
between risks and investment in the scope of information
technology [14]. A Controlling Objective for Information
and Technology on (COBIT) provides effective practice and
efficiency to the entire framework and activity components
in a flexible structure [15]. The COBIT 4.1 framework
attributes the contribution to the fulfillment of business
strategy needs, identifies the main IT resources and
management control objectives, the COBIT 4.1 framework
agreement consists of four (4) territory that all support each
other to manage IT i.e. the Planning and Organization
domains, the Procurement Domains and Implementations,
Domains Delivery and Support and Domains Supervision
and Evaluation [16].

B. Maturity Index

Table 1 Maturity Index [17]

Scale Description Index
0.00 - 0.50 | Non-existent 0
0.51-1.50 | Initial/Ad Hoc 1
1.51-2.50 | Repeatable but Intuitive 2
2.51-3.50 | Defined 3
3.51-4.50 | Managed and Measurable 4
4.51-5.00 Optimised 5

Maturity index are a systems for assessment progress
level in IT/IS management in the organizations. Index
assessment at the firms or organizations, the IT management
gives the expected level index is 2.51 — 3.50 (Description
level is Defined). It does can be seen from company

capability side and process of business from the firms,
evaluation phase is divided into 6 levels, shown in Table 1.
Maturity Index [17].

C. Balanced Score Card

BSC is an achievement company strategy measurement
tools from semi-basic structured report, supported by design
method and support tool, which can be used by managers to
track performance of a business process performed [18].
There are 4 BSC models designed to handle dependence on
financial measurement systems, customers, internal business
processes and growth all purely in assessing the
performance of a company so as to gain success in
achieving a business objective [19]. By the BSC, objective
of a company are not just stated in but are expressed in the
measure by which the company creates value for existing
and current clients, and how it should increase its domestic
company capabilities including investments in community
of employee, methods, and procedures needed to achieve
better achievement at future [20].

D. Performance Measurement

Company performance is a measure of the success rate
of a management in managing a company's resources,
especially on investment management as an effort to create
value for shareholders [21]. The notion of performance as
conveyed by is the result of work that is influenced by the
structure and behavior of industries in which the usual
results are identified by the amount of market dominance or
the amount of profit a company in an industry [22].

E. IT Governance

IT governance is a structured concept between the
relationships, processes and strategies used for the IT
strategy development stage, controlling IT strategies and
resources, bringing the appropriate roadmap strategy to
reach the targets and purpose of the company [23]. IT
governance functions for strategic alignment, value delivery,
resource management, risk management, performance
measurement functions to ensure the relevance of business
plans and IT, in determining, maintaining and validating IT
values, and ensuring IT processes with organizational
processes run together and as a foundation of the company
[24].

Il. METHODS

The research method is an activity that aims to find the
facts in the writing of this thesis the author uses two kinds of
research methods of research analysis and data collection
methods. First Initial Identification Stage the researcher
determines the formulation of the problem that will want to
do research, then this research developed through the
concept of the mind of the study library, so this study
analyzed from journals that already exist and will be used as
a reference for research on this pharmaceutical company.
Stages of collection, processing and analysis data after that
researchers set up domains that will be ready to be assessed
and analyzed to support the effectiveness of the company's
performance, can be seen in Figure 1 Research Methods
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COBIT. The research was conducted by observation and
interview.
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Figure 1. Research Methods COBIT [25].

Observation is done to see the operational processes
running in the company and ensure that the results of the
interviews that will be done properly and in accordance with
the company's processes of business.
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Figure 2. Research Methods BSC

Schedule level and this research are based on BSC which
has 4 perspectives that is in terms of finance, customer or
client, internal or domestic business process, knowledge or
learning and growth. The interview process was conducted
by interviewing IT Manager and IT Staff within the
company. From the interview results, we process and we
value from the day of researching that we can get the
maturity level of the research we get and we also get
performance measurement results IT System, in the
company obtained benchmarks the performance of the
System at the company, and can be concluded whether the
company has a performance measurement is very good or
not, can be seen in Figure 2 Research Methods BSC.

IV. RESULT AND ANALYSIS

These sections briefly about analysis sub domain from
COBIT are PO, DS, ME, IT Goals and Process IT Goals.

A.  Planning and Organization domains (PO)

In this domain can be seen Table 2 Process Domain PO,
that the right strategy and precise tactics regarding

identifying how IT/IS can be give the best contribution in
the achievement of organizational business objectives to
form a good and right organization with good and right
technology, of course infrastructure gain value on the
domain PO1 of 1.83 which means the strategy of this IT
aspects of IT strategic planning have been recognized by IT
management. IT strategic planning is discussed only a few
times in IT management meetings. Technology alignment
takes place reactively and not by an organization wide
strategy. Strategic risks are used informally on one project
to another.
Table 2 Process Domain PO

Sub-Egmaln Control Objective Mle\]lglty
Sub PO1.1 IT/IS Value 2
Management
Sub PO1.2 Business-1T Alignment 1
Sub PO1.3 Assessment of 2
Capability or Potential
and Performance
Sub PO1.4 IT Strategic Plans 2
Sub PO1.5 IT Tactical Planning 2
Sub PO1.6 IT Portfolio 2
Management
Average 1,83

B.  Decision and Supports (DS)

In this domain it can be seen in Table 3. Process Domain
DS, concluded that the results obtained from DS7, DS11,
and DS13 have an average of 1.50 which means the
company has applied the relationship with the desired
service delivery.

Which consists of operations on the security system and
aspects of business continuity up to the procurement of
training but management is not too focused on the problems
in training users, manage data and Manage operations. The
result of this DS will be a management evaluation in
organizing the company's IT governance.

Table 3 Process Domain DS

Domain DS Control Objective t/laturlty
evel
DS7 To educate and training 1.00
users
DS11 Manage Data 1.67
DS13 Manage Operation 1.80
Average 1,50
C. Monitor and Evaluate domain (ME)
Table 4 Process Domain ME
Sub Bﬁzmam Control Objective MEE\J/;'IW
Sub ME1.1 To Monitor Approach 1
Sub ME1.2 To Definition and 1
Collection of Monitor
Data
Sub ME1.3 To Monitor method 2
Sub ME1.4 Performance Assessment 2
Sub ME1.5 Board of Director and 2
Executive Reporting
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Sub ME1.6 To Remedial Actions 1

Average 15

In this domain can be seen Table 4 Process Domain ME,
how IT can control and evaluate the system running in the
company. The process of overseeing the management of IT
in the organization of all controls applied to each IT process
should be regularly monitored and assessed periodically.
This domain focuses on the problem of controls applied

within the organization, internal and external checks. In the
ME domains that are only ME1 grabbed the monitor process
that gets the value of 1.50 which means the implementation
of monitoring has been implemented but not yet fully and
still has not had the purpose of this monitoring on IT
management in the company.

D. Information Technology (IT) Goals

Table 5 IT Goals COBIT Criteria

Py
2 = > 8
c > | 2 =] | 2
No | Company Goals Process |l 2| 5| 2|5 8=
s |2 | 8B = fﬂ o | 2
2| 8| E| 8| | E|S
L | Go|S|E|2|8)|¢&
1 Respond company requirement in synergy with PO1 ME 1 P P S S S S S
management strategy
2 Respond to governance requirement in line with board | PO1 ME 1 P P S S S S S
management direction
3 To make sure the pleasure of end-users with the service | DS7 DS13 P P - S S - -
offering & service level
4 Optimizing the use of information DS11 - - - P - - P
5 Ensure transparency & understand of IT cost, benefit ME1 P P S S S S S
strategy, policy & service index
6 Ensure proper use & performance of the applications & | DS7 P S - - - - -
technology solution
7 Optimize the IT infrastructure and resource DS7 P S - - - - -
8 Ensure that critical & confidential information is DS11 - - - P - - P
withheld from those who should not have access to it
9 To make sure that IT services and infrastructure can DS13 P P S S - - -
properly and also be able to withstand & recover from
a failure that occurs due to an intentional attack error
10 | Make sure that IT service are available as required DS13 P P S S - - -
11 | To make sure IT fulfillment with law and statute DS11 - - - P - - P
12 | To make sure that IT shows the results of quality ME1 P P S S S S S
services that are cost-effective, get continuous
improvement and readiness

In this discussion, the authors also use Balanced
Scorecard. The Balanced Scorecard standard is used by
authors because the BSC is used to assess key performance
indicators (KPI). KPI are used to help companies and
organizations effectively manage and guide the progress
made by them. KPI has a very important role in managing
the progress of a company. Therefore, the company is
finally compulsory to have a clear vision and mission and
practical steps to be aware of these objectives. And not only
that, companies with KPI can assess the achievement of
meaningful performance, will be what has been done before.
Is it right or not. Because KPIs are one effective
measurement tool for organizations in a company, the
Primary Performance Indicator should also reflect a goal
that certainly all companies will achieve. In this study, the
authors use internal process perspective balanced scorecard
which later on this perspective can measure the level of
business processes in the company.

Base on Table 4 IT Goals COBIT Criteria, serves to map
the business objectives, which have been prepared in
accordance with the BSC, in accordance with the objectives
and criteria of IT information. In the business objectives
table prepared BSC only 1 perspective that is used internal

process. The business objectives applied are 5, i.e. to
improve and take care of business process functionality,
reduce process charge, provision of fulfillment with external
regulations, Constitution, and contracts, to provided that
adaptation with domestic regulations, and to managed
business transformation. Each of these business objectives is
interconnected with the domains we use in this research.
Business goal no 1 (upgrade and keep business), get from IT
goal no 1 (Respond company requirement in synergy with
management strategy). From Table 5, P indicates to primary
and S indicates to secondary, serves to map the business
objectives, which have been prepared in accordance with the
BSC, in accordance with the objectives and criteria of IT
information.

The business objectives in Table 5, prepared BSC only 1
perspective that is used internal process. The business
objectives applied are 5, ie to regenerate and to maintain
process of business functionality, lower process cost, and
provision of compliance with external regulations,
regulations and contracts, providing compliance with
internal policies and managing business change. Each of
these business objectives is interconnected with the domains
we use in this research. Business objective no 1 (increase
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and maintain business), get from IT targets no 1 and 2
(Respond company requirement in synergy with
management strategy) and (Respond to governance
requirement in line with board management direction). Then
business objective no 2 (Lower process costs), obtained
from IT objectives no 3, 13, and 15 where the no 3 (To
make sure the pleasure of end-users with the service offering
& service level), no 13 (to ensure appropriate use and
maximum performance of applications intended for
technological solutions), no 15 (to optimize existing
infrastructure, company resources and IT capabilities) then
COBIT criteria don't get the attention of the company.
Further business objectives Provide compliance with
external laws, regulations and contracts are derived from IT
goals no 4 and 27. This no 4 concerns (Optimizing the use
of information) and this no 27 concerning (Ensure IT
compliance with laws, regulations and contracts). Next
business objective Provide compliance with internal
policies, this goal has business criteria at 3, 21, and 23. No 3
(to ensure that IT services and infrastructure are able to
withstand and recover from failures due to errors, whether
intentional or accidental disasters), no 23 (Make sure that IT
services are available as required). Furthermore, in the
objective of the 5th business on IT goals (Manage business
change) in this business objective has IT target criteria at no
1, 2, 12, and 28. No. 1 (increase and maintain business), no
2 (Respond to governance requirements in line with board
direction), no 12 (to ensure that IT can demonstrate efficient
service quality for costs, continuous improvement for the
company, and the organization's readiness for change in the
next period). COBIT criteria have not received attention.
Business objective no 2 (Respond to governance
requirement in line with board management direction), IT
objectives are addressed at no 6 (to ensure financial
transparency and understanding of IT costs, the benefits of
existing strategies, policies and existing service levels), with
attention to the effectiveness and efficiency of the company.
Business objective no. 3 (Compliance with external law,

regulation and contract), IT objective used is no 2
(responding to governance requirements in line with the
direction of the board) with the attention gained is the
efficiency of the company. Business objective no 4
(compliance with internal policy), IT target used is no 2
(responding to governance requirements in line with the
direction of the board) with attention to corporate secrecy.
Business objective no 5 (managing business change), IT
target used is no 1 (Responding to business requirements
aligned with business strategy) and 6 (Ensuring transparency
and understanding of IT costs, benefits strategies, policies
and service levels) with attention to confidentiality company
data and ability to meet company needs, business goals no 6
(Increase and maintain operational and staff productivity).
All business purposes based on the BSC determined that it
can be concluded, that the criteria derived from the 5
business objectives are in the criteria of effectiveness,
efficiency, confidentiality, and Compliance of 7 criteria only
5 that meet the criteria.

E.  Process Information Technology (IT) Goals

In the process of IT process, based on Table 6 Results
obtained from the IT Goals Process, this goal obtained 12 IT
goals, where in the 12 IT goals there are domains PO1,
ME1, DS7, DS11, and ME1. At number 1 there are PO1 and
ME1 domains seen from 7 aspects of process 2 showing
Primary and 5 again showing Secondary. Next at humber 2
there are PO and ME1 domains, just like the first equals 2
Primary and 5 secondary. Next on no 3 there are DS7 and
DS13 domains, get 2 Primary (Effectiveness and Efficiency)
and 2 Secondary (Integrity and Availability). Next on no 4
there is a DS11 domain that gets 2 Primary (Integrity and
Reliability). Next in no 5 there is a ME1 domain that gets 2
Primary (Effectiveness and Efficiency) and 5 Secondary
(Confidentiality, Integrity, Availability, Compliance, and
Reliability).

Table 6 Results Obtained From The IT Goals Process

COBIT Ciriteria
s 2 8
> b= = c 2
BSC View | SomPany IT objective 2 |2 |5 |2 |5 |&8 | £
Objective B 2 2 5 S S kel
3 2 € 3 z £ g
5 1% |8 |5 |3 |8 |¢®
o o o o o o o
[ [ [ [ [ [ [
1 To Improve & maintain company process 1|2 P P -
functionality.
. 2 Less processing costs than before 3 [13]15 P -
Domestic T - - -
- 3 Providing compliance with external laws, regulations | 4 | 27 - P - P
View
& agreements
4 To provide fulfill with internal policies 3 13123 - P - P
5 Manage business change 12 12 |28 | P P -

Next no 6 there is DS7 domain that get 1 Primary
(Effectiveness) and 1 Secondary (Efficiency) Next no 7
there is a domain DS7 that get 1 Primary and 1 Secondary
Next no 8 there is a domain 11 that get 2 Primary (Integrity
and Reliability) .None no 9 there is a domain DS13 that get
2 Primary (Effectiveness and Efficiency) and Secondary
Second (Integrity and Availability) Next no 10 there is a
DS13 domain about ensuring IT compliance with laws,
regulations and contracts Getting 2 primary (Integrity and

Reliability). Next no 12 on to ensure that IT shows and
shows efficient service quality for company costs,
continuous improvement, and readiness for change in the
next period. Which gets 2 primaries and 5 secondary on
applicable IT goals criteria? IT goals are based on the
assessment of one of BSC internal process perspectives.
COBIT combines with BSC so that the achievement of a
business process can be more accurate and effectiveness in
its application.
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V. CONCLUSION

The conclusion that can be obtained from this research is,
that the organization that implements IT governance is still
not maximal at the level of maturity that is struggled or
sought by the company, with the average value measured is
the level of maturity index that is still at level 1, while the
level most wanted to be expected by the company is 3. As
the PO1 domain has an average of 1.83. The DS domain has
an average of 1.5 and the ME domain has an average of 1.5.
So the company still needs extra hard to reform, to reach
level 3. For PO domains, especially PO1 that focus on IT
strategy, which enterprise IT management must run well
between business processes and IT, companies still have to
fix, appraise, and develop the direction of business objective
run by ICT/IS governance. In this case, the IT/IS team also
added a feature to be able to always improve security in data
exchange traffic among divisions in the firm or organization.
ICT governance in companies is still not harmonious in the
formation of performance in companies based on applicable
ICT goals.
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